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* Real-time IP traffic classification system
 Integration of traffic features on many levels

* Expected results

e Detailed and reliable classification
 Anomaly detection
e Open source software for traffic analysis

e Currently preparing the tools: tracedump




The idea

Tracedump: single application sniffer For Linux

# tracedump -w out.pcap skype

# wireshark ./out.pcap

No. Time Source Destination Protocol Info
.Be0eR0 1 Source port: Destination port:
2 0.000005 127.6.0.1 127.0.0.1 uboP Source port: 60084 Destination port: 60084
3 0.088365 127.8.8.1 127.8.8.1 UDP Source port: 60084 Destination port: 68084
4 8.888373 127.8.8.1 127.8.8.1 UDP Source port: 60084 Destination port: 68084
5 3.858576 127.0.0.1 127.0.0.1 DNS Standard query A ui.skype.com
6 3.938550 127.0.68.1 127.0.0.1 DNS Standard query response CNAME ui.skype.akadns.net A 204.9.163.247
7 4.053007 212.106.181.137 204.9.163.247 TCP 36078 = http [SYN] Seq=0 Win=14600 Len=0 M55=1460 SACK PERM=1 TSV=3¢
8 4.169740 204.9.163.247 212.186.181.137 TCP http = 36078 [SYN, ACK] Seq=0 Ack=1 Win=8198 Len=8 M55=1360
9 4.169778 212.106.181.137 204.9.163.247 TCP 36070 = http [ACK] Segq=1 Ack=1 Win=14660 Len=0
18 4.170201 212.106.181.137 204.9.163.247 HTTP GET http://ui.skype.com/ui/2/2.2.0.35/pl/installed HTTP/1.1
11 4.287101 204.9.163.247 212.186.181.137 TCP http = 36078 [ACK] Segq=1 Ack=108 Win=8198 Len=0

12 4.333829 204.9.163.247 212.106.181.137 HTTP HTTP/1.1 200 OK
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e Quick and simple IP trace extraction
e Convenient way to analyze new applications
e No such tool

 Vision: automatic traffic generation and collection
* Scripts
e GUI testing tools
e Canrun for many hours
« Sharing



Classification: pros

* Pure and complete traffic samples
* Reliable, detailed ground truth

* Full packet payload

* Real-time

* Quick and simple



Classification: cons

e Synthetic traces

 Comparing to the scale of global Internet:

* small amounts of data
* small range of observable applications



Applications

» Supplementary to “real” data traces

e Rapid generation of interim training data for
machine learning algorithms

* Ad-hoc experiments

* Insight into “side channels” of network
protocols and applications



Example: Opera 11

tracedump opera www.facebook.com

Welcome to Facebook - Log In, Sign Up or Learn More - Opera =3
g Opera || k¥ about:blank » | Bl welcome to Face... = | o im|
“ & D o~ | ® web | www.Facebook.com ¥ | |29 ~ Search with Google |

Email

facebook

Your Facebook Timeline Sign Up

It's free and always will be.

Tell your life story with a new kind of profile. Learn more.

First Name:

Last Name:

Re-enter
Email:

Your Email: ‘ ‘

New Password: ‘

Iam: Select Sex: j

Birthday: Month: j Day: j Year: j

Why do 1 need to provide my birthday?

By clicking Sign Up, you agree to our Terms
and that you have read and understand our
Data Use Policy.

Create a Page for a celebrity, band or business.

Polski English (US) Espafiol Portugués (Brasil) Frangais (France) Deutsch Italiano .. B0 shaz(iEik)

Facebook © 2012 - English (US) Mobile - Find Friends - Badges - People - Pages - About - Advertising - Create a Page - Developers - Careers - Privacy - Terms - Help




Opera: startup

MNo. Time source Destination Protocol Info

.booees : 2 : : : 2 M-SEARCH * o |
2 0.0e0le4 212.106.181.137 239.255.255.250 S5DP M-SEARCH * HTTR/1.1
3 0.000201 212.106.181.137 239.255.255.258 SSDP M-SEARCH * HTTP/1.1
4 0.000820 212.106.181.137 239.255,255.258 S5DP M-SEARCH * HTTPR/1.1
5 0.oeess4 212.106.181.137 239.255.255.258 S5DP M-SEARCH * HTTPR/1.1
6 0.000943 212.106.181.137 239.255.255.258 SSDP M-SEARCH * HTTP/1.1
7 0.881685 192.168.88.253 239.255,255.258 S5DP M-SEARCH * HTTPR/1.1
8 0.001753 192.168.88.253 239.255,.255.258 s5DP M-SEARCH * HTTPR/1.1
9 9.001817 192.168.88.253 239.255.255.258 SSDP M-SEARCH * HTTR/1.1
18 0.882367 192.168.1.253 239.255.255.258 S5DP M-SEARCH * HTTR/1.1
11 9.802434 192.168.1.253 239.255,.255.258 s5DP M-SEARCH * HTTPR/1.1
12 0.882499 192.168.1.253 239.255,255.258 S5DP M-SEARCH * HTTPR/1.1
13 0.083261 192.168.2.1 239.255.255.258 S5DP M-SEARCH * HTTR/1.1
14 9.003325 192.168.2.1 239.255.255.258 S5DP M-SEARCH * HTTP/1.1
15 0.883380 192.168.2.1 239.255,255.258 S5DP M-SEARCH * HTTPR/1.1

» Frame 1: 188 bytes on wire (1504 bits), 188 bytes captured (1504 bits)

P Linux cooked capture
[ Internet Protocol, Src: 212.186.181.137 (212.186.181.137), Dst: 239.255.255.250 (239.255.255.250)
[* User Datagram Protocol, Src Port: 49323 (49323), Dst Port: ssdp (1988)

HOST: 239.255.255.250:1988%r\n

ST: urn:opera-com:device:0Operalnite:1\r\n
MAN: "ssdp:discover"\r\n

MX: 3\vr\n

User-Agent: Opera Unite\r\n

\rin



Opera: site check

No. Time Source Destination Protocol Info
16 ©.466622 127.8.0.1 127.8.8.1 DNS Standard query A www.Tacebook.com
17 ©.466689 127.8.0.1 127.8.8.1 DNS Standard query response A 66.220.156.64
18 ©.701476 212.106.181.137 66.220.156.64 TCP 37498 = http [SYN] Seq=0 Win=14600 Len=0
19 ©.710628 127.8.0.1 127.8.8.1 DNS Standard query A sitecheck2.opera.com
20 8.7960230 127.8.0.1 127.8.8.1 DNS Standard query response A 91.2083.99.45
21 ©.791319 212.106.181.137 91.202.99.45 TCP 44834 > http [SYN] Seq=0 Win=14600 Len=0
22 B.824398 66.220.156.64 212.106.181.137 TCP http = 37498 [SYN, ACK] Seq=0 Ack=1 Win=¢
23 0.824433 212.106.181.137 66.220.156.64 TCP 37498 > http [ACK] Seg=1 Ack=1 Win=14600
24 ©.825166 212.106.181.137 66.220.156.64 HTTP GET / HTTR/1.1
25 0.827488 91.2083.99.45 212.106.181.137 TCP http = 44834 [SYN, ACK] Seq=0 Ack=1 Win=¢
26 ©.827515 212.106.181.137 91.202.99.45 TCP 44834 > http [ACK] Seg=1 Ack=1 Win=14600

828025

212.186.181.137

91.283.99.45

GET /7host=www.facebook. com&hdn=UhGTse4EBN




More information

mutrics.iitis.pl/tracedump
(GNU GPL)

Foremski P., " Tracedump: A Novel Single
Application IP Packet Sniffer", Theoretical
and Applied Informatics, Vol. 24 No. 1/2012



* Implementation:
 Stability, Linux 64-bit
* Port limit (300)

 Methodology:

e GUI automation
 Automatic traffic trace collection

* Practical applications in the MuTriCs project



Thank you!

muctrics.iitis.pl
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